The IS Audit Process Part-1

Four key objectives

a. Defining auditing and auditors
b. The audit planning process

c. Risk analysis
d. Internal controls

Auditing & Auditors: an evaluation process of an org, system, processes, project or product. Produces a
report and submit it to management with presentation. Electronic Data Processing Audit, collects
organizations IS data and ensures IS safeguards their data to achieve organizations goals or objectives.
Both internal and external auditors can run the IS audit. The plan should be long-term & short-term as
well.

Focus:
a. New control issues
b. Change or upgrades to technology
c. Business processes, needs, goals
d. Auditing, evaluation techniques
e. Regulatory requirements (Sarbanes Oxley, HIPAA)
f. Deadlines of implementation

g. Key decision makers

Gather information >> identify stated components >> Assess Risk >> Perform Risk Analysis >> Conduct
Internal Control Review >> Set Audit Scope and Objectives >> Assign Resources >> Develop Strategy

Risk Analysis

Identify factors that jeopardize a process or goal. Apply Mitigation, countermeasures and controls to
avert this impact. Risk is “RISK is the potential that a given threat will exploit vulnerabilities of an asset
(or group of assets) to cause loss or damage to the assets”

IS/IT=Threats, impact & probability. Understand the words.
Assessing countermeasures

Cost benefit analysis, Cost of the countermeasures is compared to benefits. Management tolerance to
risks. Preferred ways to reduce risk, minimize risk/potential impact. Risk assessment, risk mitigation, re-
assessment is the cycle of assessing risks.

Purpose of Risk Analysis, helps auditors to

Identify threats to organizations to have controls in place
Evaluate countermeasures

Decide on auditing objectives

Support risk based auditing decision

Lead to implementation of internal controls
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Internal Controls

Results of our risk analysis, to reduce risk. Mitigates risk business or objectives of the organization.
Provides certain levels of identified risks, how to prevent it and how to put controls in place. Addresses
undesired events. Controls are typically categorized as:

a. Preventative: determine issues, monitor operations. Prevents malicious acts.

b. Detective: mechanisms of reporting malicious act.
Corrective: basically minimizes the impact after the fact. Some type of Intrusion detention
control, quarantine and remove the problem. Modify the system to make changes to take
contingency planning and testing.

Goals of internal controls

Accounting operations

Daily business functions

Administration of systems and policy implementation

Data safeguarding

Legal compliance

AAA services, authentication, authorization, accounting for organization
Data accuracy on |/0O, data hashing

Reliability of infra, redundant systems

Change or configuration management
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General Control Methods

Internal accounting
Operational
administrative

ORG policy
Documentation
Facilities

Datacenter resources
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The IS Audit Process Part-2

Additional methodologies, 6 main topics

Audit classification

Phases of the audit process

Risk based audit approach

Evidence

CAAT’s (Computer assisted audit techniques)
CSA (Controlled self-assessment)
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Audit Classification

Financial, operational, integrated, administrative, information systems, specialized (SAS 70), forensic
auditing.

Phases of the Audit Process
Nothing typically stated.

Subject entity >> objective/target >> scope/function >> pre-audit planning & testing capabilities>>
gather data within scope, mgmt. >> result evaluation >> Management communication process >> Report
preparation, assessment report generated.

Cisco SysTems

| Query || Batch Query || Report ||

@. QUERY / REPORTS | CS-MARS Standalone: earth2 v0.0

Select Case! |ND Case Selected... W

Load Report as On-Demand Query with Filter
|Se|ect Sroup... V|

|Se|ect Report... A

Query Event Data
Click the cells below to change query criteria;

Query type: Event Types ranked by Sessions, Oh:10m

|Suurce IP |Destinatiun IP |Seruice |Euents
A B O O
I LM W] | | any w

Integrated solution for monitoring, analysis and generates reports.
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SUMMARY (| INCIDENTS || QUERY / REFORTS || RULES | MANAGEMENT (| ADMIN || HELP

Mar 15, 2006 5:34:29 PM PST |

Login: Administrator (pnadrmin) @ | Lagout | i | Activate |
| iew Cases | I MHew Case I
Incident ID: | | | Shaw |
Session 1D | | | Show |
Device Reported User Keyword Operation |Ru|e |A|:tiun
1 A MY =1k Mone =1k A MY
Save As Report | | Save As Rule | | Submit Inline |

Surnmary 1 Incidents @0 Query / Reports 12 Rules 1 Managerment @ &dmin @ Help o

It can do a comprehensive audit, to verify controls.
Audit Risks (Humans makes errors)

Inherent Risk: over/underestimating assets

Overall Audit Risk: deleted logs, garbage data, too many logs
Control Risk: Misinformed data

Detection Risk: missed data, or irrelevant data, prior audit reports
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A Risk-Based Audit Approach

Gather Data and Evaluate the Internal
Plan for the Audit Control

Conduct Perform
Substantive Compliance
Testing Testing
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Evidence

a. Established audit criteria or objectives, visual observation, power users, network engineers,
management, baselines for security, optimization techniques etc.
b. Reliable data: affects the entire audit. How data evidence gathered, by certified people or not.

Like CISM, CISSP or CISA. Timing of the evidence is also important, as time stamp is a required
process. Time frame to run the audits.

Evidence Gathering Techniques

Observe IS ORG

Review policies, standards

IS documentation

Observe personnel/interview

Judgmental/statistical sampling. Educated guess, rely on the subjective judgment.
Utilize other experts
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Computer assisted audit techniques. Security audit, annual review, vulnerability assessment,
penetration testing.
£ Cisco Router. and Security. Device Manager (SDM): 10.0.0.1

File Edit View Tools Help

2 o E ; (<3 =) Q ?
ot
@ Lo {:}{":} SoaRe baator Refresh Save Search Help

Hardware Software

—

More ...
73 o
|

Model Type: Cisco 3640
Available / Total Memory(lMB): 431128 MB

10S Version: 12.3(11)7T8
SDIM Version: 232

Cisco 3640

Configuration Overview Vievy Running Config

£s

= Interfaces and Connections ) Down (2)

Total Supported LAN: 2 Total Supported WAN: 1(Serial)
Configured LAN Interface: 2 Total WAN Connections: 1(HDLC}
DHCP Server: MNot Configured

3 Firewall Policies %) Inactive Trusted (0) Untrusted (0) DMZ (0)
2 WPN % Up (0) 1Y)
IPSec (Site-to-Site): 0 GRE over IPSec: 0
Xauth Login Required: 0 Easy VPN Remote: 1]
No. of DMVPN Clients: 0 No. of Active VPN Clients: a
No. of Static Route: 1 Active Signatures: 0
Dynamic Routing Protocols: OSPF No. of IPS-enabled Interfaces: 0

Test it out for IPS, firewall, VLAN,
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8& Cisco Router and Security Device Manager (SDM): 10.0.0.1 o Sy — |:|@| :
File Edit View Tools Help

5 _ @ : ey ?
¥
@ Home {3{#} Configure Monitor Refresh o Gearch Help

£ Security Audit
—— Security Audit

=
0
=
@

v SDM will run a series of predefined checklist to assess your router's security
Interfaces and configuration. Once finished, SDM will present you with a list of
Gonnections recommended actions, which you may choose to apply. O, you may directly
&7 perform one step router lock-down by using the below option.
TR
Firewall and ACL

i
é‘a\

Security Audit Perform security audit

Routing — One-step lockdown

One-step lockdown configures the router with set of defined security features
with recommended settings. Clicking the helow button will deliver the
canfigurations to the router.

Intrusion Prevention

.%p_

Quiality of Service

One step lockdown, [perform a security audit and such on each ports either serial or Ethernet internal or
external or DMZ zone. What you are doing right now, is performing an audit. With recommended
security settings, now the reports looks like this
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Security Audit

Flease wait while Security Audit checks if the recommended security settings are
configured on the router.

NIII| ltern Mame | Status 25
24 Enahle Telnet settinns X Mot Passed

25 Enahble MetFlow switching > Mot Passed

26 Disable IP Redirects > Mot Passed

27 Dizable IP Proxe Arp X Mot Passed

28 Dizable IP Directed Broadcast ' Passed

29 Disable MOF service > Mot Passed

30 Disable IP Unreachables X Mot Passed

31 Dizable IP Mask Reply ' Passed

32 Disable IP Unreachables on Mull interface > Mot Passed

33 Enahle Uinicast RPF on all outside interfaces > Mot Passed

34 Enahle Firesvall on all outside interfaces > Mot Passed

35 SetAccess class on HTTP senver service > Mot Passed

36 SetAccess class on VY lines > Mot Passed

37 Enable SSHforaccess to the router 2 Mot Passed |
38 Enable AAA ' Passed ~

Click "Cloge" to continue fiking the identified security problems or undoing the configured
security configurations in the router.

Close | Save Repnrtl

As you can see that there are security audits that haven’t been passed. This vulnerabilities costs
company’s real damage. Save the report if you want to. Or you can fix the security problems, problem by
problem. This was an example for security audit of a device by using computer assisted auditing. Looking
at logs is also a major auditing scope, like firewall log, DOS attack logs.

You can also use Microsoft Baseline Security Analyzer 2.0.
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€ Microsoft Baseline Security Analyzer 2

Pick a computer to scan

Specify the computer you want to scan. You can enter ether the computer name or its |P address.

[ Welcome

LIS s CompiXeciae: [NUGGETLAB\MICHAEL (%]  #his computer)
[ Pick multiple computers to scan 1P address: | [ | H I l v|
Security report name: %) I

%D% = domain, %C% = computer, %T% = date and time, %IP% = IP address

Check for Windows administrative vulnerabilties

Check for weak passwords

Check for 11S administrative vulnerabilities

Check for SQL administrative vulnerabilities

Check for security updates
Configure computers for Microsoft Update and scanning prerequisites
[] Advanced Update Services gptions:

Options:

[ Microsoft Baseline Security
Analyzer Help

[ About Microsoft Baseline Security
Analyzer

[ Microsoft Security Web site

Leam more about Scanning Options

Start scan
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Another Microsoft software, Great Plain from Microsoft Business Solutions (currently Dynamics GP). It
also has auditing capabilities software wide.

osolt Busines:
¢ 4 »
23 Seetass
CustomérSource Forecast ID: NEW, New
3] e Inqury Sty [ by | W ay | Tiwisday Friday %
] R Resource Plancing ¥ 2 2 &
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T Sales Transaction Entry & 4 10 i $266.145
5] SevisliLot Trace Inqury (3953, (353, (9929 | (9929 | _(8687.%
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Control Self-Assessment (CSA)

a. Internal controls are reliable for concerned parties

b. Controls are implemented to manage risks
Formal, documented and collaborative process derived from surveys, questionnaire, and
workshops for CAAT

d. Employee cohesion, awareness, communication methods, improved audit process etc.
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